HIPAA Checklist — UMHHS

Security and Electronic Signature


HIPAA Privacy Implementation Checklist

Key:  Impl = Current implementation; Pol = proposed policy.  Each element is then rated as follows:  (blank) = not addressed; - = partially addressed; + = substantially addressed.

164.502
Uses and disclosures of protected health information: general rules

Requirement
Impl
Pol
Comments

Minimum Necessary Standard


(b)

Use or disclosure to other entities.




Requests from other entities.




Exemptions.




Disclosures to Business Associates


(e)

Satisfactory assurance.




Documentation.




Disclosures about Deceased Individuals


(f)

Dislosures to Personal Representatives


(g)

Dislosures by Whistleblowers


(j)(1)

Disclosures by Crime Victims


(j)(2)

164.504
Uses and disclosures:  organizational requirements.

Requirement
Impl
Pol
Comments

Hybrid Entities


(b-c) (Does not apply to UMHS)

Affiliated Covered Entities


(d)

Business Associate Contracts


(e)  Extensive; see regulation for details.  (For those familiar with the Security NPRM, this is a Chain of Trust Agreement)

Group Health Plans to Plan Sponsors


(f)  Extensive; see regulation for details.  (This includes a Chain of Trust Agreement)

164.506
Consent for uses or disclosures to carry out treatment, payment, or health care operations.

Requirement
Impl
Pol
Comments

Consent




Separate from Privacy Notice.


(b)(3)

Proper form.


(b)(4)

Revocation.


(b)(5)

Documentation.


(b)(6)

Proper content.


(c)

Joint Consents


(f)  Optional.

164.508
Uses and disclosures for which an authorization is required.

Requirement
Impl
Pol
Comments

Authorizations


(b)

Compound authorizations.


(b)(3)

Conditioning of treatment on authorizations.


(b)(4)  Not generally permissible, but there are exceptions including one for research-related treatment.

Revocation procedure.


(b)(5)

Core elements.


(c)(1)

Required elements for different types of uses and dislosures.


(d – f)

Plain language.


(c)(2)

Copy to the individual.


(under different types of uses)

Documentation.


(b)(6)

164.510
Uses and disclosures requiring an opportunity for the individual to agree or to object.

Requirement
Impl
Pol
Comments

Facility Directories


(a)

Permitted information.


(Name, location in the facility, condition in general terms, religious affiliation)

Permitted disclosures for directory purposes.


(Only clergy can see the religious affiliation)

Opportunity for individual to restrict or prohibit.




Persons Involved in the Individual’s Care


(b)(1-3)

Disaster Relief


(b)(4)

164.512
Uses and disclosures for which consent, an authorization, or opportunity to agree or object is not required.
Requirement
Impl
Pol
Comments

Uses and Disclosures for Public Health Activities


(b)

Disclosures about Victims of Abuse, Neglect, or Domestic Violence


(c)

Uses and Disclosures for Health Oversight Activities


(d)

Disclosures for Judicial and Administrative Proceedings


(e)

Disclosures for Law Enforcement Purposes


(f)

Uses and Disclosures about Decedents


(g)

Uses and Disclosures for Cadaveric Organ, Eye, or Tissue Donation Purposes


(h)

Uses and Disclosures for Research Purposes


(i)  Requires IRB or Privacy Board waiver

Uses and Disclosures to Avert a Serious Threat to Health or Safety


(j)

Uses and Disclosures for Specialized Government Functions


(k)

Disclosures for Workers' Compensation


(l)

164.514
Other requirements relating to uses and disclosures of protected health information

Requirement
Impl
Pol
Comments

De-identification


(a), (b) 

Re-identification


(c)

Minimum Necessary Uses


(d)(1), (d)(2)  (This is a Need to Know requirement.)

Minimum Necessary Disclosures


(d)(3)

Limitation on routine disclosures.




Criteria and review for other dislosures.




Minimum Necessary Requests


(d)(4)

Limitation on routine requests.




Review of other requests.




Entire Medical Records


(d)(5)  (Avoid using, disclosing, or requesting entire medical records except when specifically justified as amount reasonably necessary to accomplish purpose)

Use for Marketing


(e)

Exemptions from obtaining authorization.




Required conditions.




Permit individuals to opt out.




Use for Fundraising


(f)

Exemptions from obtaining authorization.


(Demographic information and the dates of health care provided to an individual can be used if entity complies with other requirements of this section.)

Notice.




Permit individuals to opt out.




Use for Underwriting and Related Purposes


(g)  Information received for these purposes may not be used for any other purpose.

Verification Requirements


(h)

Conditions on disclosures.




Identity of Public Officials.




Authority of Public Officials.




Exercise of Professional Judgement or Good Faith Belief.




164.520
Notice of privacy practices for protected health information

Requirement
Impl
Pol
Comments

Right to Notice


(a)  Some exemptions exist for group health plans.

Content of Notice


(b)  (Detailed in regulation, including a mandatory header that must appear verbatim.)

Provision of Notice


(c)

Joint Notice by Separate Covered Entities


(d)

Documentation


(e)

164.522
Rights to request privacy protection for protected health information

Requirement
Impl
Pol
Comments

Terminating Restrictions


(a)(2)

Documentation of Restrictions


(a)(3)

Confidential Communications (accomodation required; requests in writing optional)


(b)(1)

Procedure to accomodate requests.




May require request in writing.


(Health plans may require a statement that disclosure would endanger the individual.)

164.524
Access of individuals to protected health information

Requirement
Impl
Pol
Comments

Policy on Requests by Individuals for Access to their Information (all required)




Timely action.


(b)(2)  Must respond within 30 days.  If information is not maintained or accessible on site, may extend up to 30 additional days.  If unable to meet that date, may extend once by an additional 30 days but must give notice.

Provision of access.  (specifications in regulation)


(c)

Denial of access.


(d)  Denial requires written notice of denial and review process (if applicable).

Review of denials.


(d)(4)

Documentation of record sets accessible by individuals and the persons or offices handling access requests.


(e)

164.526
Amendment of protected health information

Requirement
Impl
Pol
Comments

Procedures for Handling Amendment and Correction Requests (all required)




Procedure for making request.


(b)(1)

Timely action.


(b)(2)(i)  Must act within 60 days.  If unable to do so, may extend once for up to 30 days but must give notice.

Procedure for amendment if accepted, including notification of other parties holding the information.


(c)

Procedure for denial of requests, including explanation of denial.


(d)

Provisions for inclusion of statement of disagreement and rebuttal statement.


(d)(2), (d)(3)

Appending or linking of request, resolution, and any statements to the record set as appropriate.


(d)(4)

Transmittal of statement of disagreement or request and denial along with record set as required if record set is disclosed.


(d)(5)

Amending record sets in response to contact by other entities that have received amendment.


(e)

Documentation of persons or offices responsible for handling amendment requests.


(f)

164.528
Accounting of disclosures of protected health information

Requirement
Impl
Pol
Comments

Procedures for Accounting of Disclosures (all required)




Accounting of all covered disclosures (required elements described in regulation at (b)) for up to six years previous.


(a)  Several exemptions exist, most notably for treatment, payment, and health care operations, and for the facility’s directory.

Response within 60 days.


(c)(1)  If unable to do so, may extend once for up to 30 days but must give notice.

Pricing.


(c)(2)  First accounting within a 12-month period must be free; subsequently can charge a reasonable, cost-based fee but must give notice of fee.

Documentation of information, each accounting, and persons or offices responsible for handling accounting requests.


(d)

164.530
Administrative requirements

Requirement
Impl
Pol
Comments

Designated Privacy Official


(a)(1)(i)

Designated Person or Office to Receive Complaints


(a)(1)(ii)

Training (all required)


(b)

Training for all individuals likely to have access to protected health information.




Signed certification upon completing training.




Signed certification every three years or less.




Training updates when procedures changed.




Safeguards


(c)

Complaint Procedures (all required)


(d)

Provide a process for individuals to make complaints.




Maintain records of all complaints and their disposition.




Sanction Procedures (all required)


(e)

Have and apply appropriate sanctions for violations.




Document sanctions that are applied.




Mitigation Procedures


(f)

No Retaliatory Actions


(g)

Waiver of Rights


(h)  (Covered entities may not condition provision of services on individuals waiving their rights)

Policies and Procedures (all required)


(i)

Implement policies and procedures to comply with the regulations.




Change policies and procedures to comply with changes in law.


(If the institution includes in the required notice a statement reserving the right to make changes in complicance with changes in the law, such changes can apply to information received before the change date.)

Revise notices in accordance with any changes.




Make revised notices available.




Documentation (all required)


(j) 

Maintain all policies and procedures required by the regulations in written or electronic form.




Maintain copies of required written communications in written or electronic form.




Retain all policies, procedures, and communications for six years.


(Six years from creation or from last date in effect, whichever is later.)

164.532
Transition provisions

Requirement
Impl
Pol
Comments

Apply restrictions agreed to under Privacy Rules to information collected before the compliance date


(b)(4)


1

